HRSF &

ETEEFMEZLERPH WSN ZRERAPREINEAE

X1 Tl 35
(FMRXBIRLFH RFRZEIIZZ TM 550008)

O BN O AL B 2% (WSN) P I A2 222 A AR [0 B, Z0-#r AT 5 SR AR 2, 418 i — i 50 9 4k 7 2 g
RHY WSN AR P AGE T 58, A LTS R A AR Y AR 2 () B R L DR R 38 IR A i T
P, IS5 G S A B AR VORISR B Zoily B e R Bt Moy MR 55 1E 26 Doty |5 S T ol AVE i i o (R x  e
R BT E A RS, B BT BB s %, PERE LU AR R R W] iy R B A B 2 2k, H RA B/
WA

3K BB AR - 0L AR IR IR 4% 5 22 A UGIE S B BE R 5 A ELUAIE BT AR P

doi: 10.11959/j.issn.1000-0801.2015294

A Remote User Security Authentication Scheme Using
Smart Card and Password Protection for WSN
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Abstract: For the issues that the user remote security authentication for wireless sensor network (WSN), and the
defects of the existing schemes, a remote user security authentication scheme of using smart card for WSN was
proposed. The mutual authentication between the user, the gateway nodes and sensor nodes was used to verify the
legitimacy of users and nodes. This scheme combines mutual authentication and dynamic identity to resist the
impersonation attack, smart card stolen attack, distributed denial of service attack, dictionary attack and replay
attack. At the same time, the user information was provided anonymous protection, and the user could change the
password. The performance comparison results show that the proposed scheme has high security performance and
small computational cost.
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